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CLAIMS 

We claim: 



1 1 . ' An Juticle of manufacture for use in a data processing system for downloading an 

2 application program from a remote data processing system for execution on a local data 

3 processing system, said article of manufacture comprising a computer-readable storage medium 

4 having a computer program embodied in said medium which causes the data processing system 

5 to execute the metnod steps comprising: 

^ 6 defininjkand storing a configuration of the application program corresponding to 

%D 7 a particular user of the application program; 

y 5 \ 
03 \ 

jj 8 initiating a session between the local data processing system and the remote data 

M 9 processing system in response to the user requesting the application program; 

J!! 10 authenticating the uW in response to the user requesting the application 

N= 1 1 program; and \ 

M 12 responsive to the user authentication, downloading data from the remote data 

13 processing system to the local data jorocessing system according to the stored 

14 configuration. \ 
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2. T\he article of manufacture of claim 1 wherein the data processing system is a local data 
processing system, and wherein the computer program embodied in said medium causes the 
data proces\ing system to execute the additional method steps comprising: 

encrypting and storing the configuration in a manifest file; 



6 
7 



decrypting the manifest file to produce a decrypted configuration in response to 
the user authentication; and 



downloading data from the remote data processing system to the local data 
processing system according to the decrypted configuration. 



m l 



V. : 



3. The article of manufacture of claim 2 wherein the computer program embodied in said 
medium causes the data processing system to execute the additional method steps comprising: 



encrypting and storing \he configuration in a manifest file stored on the remote 
data processing system; 



downloading the manifest fil^ from the remote data processing system to the 
local data processing system; 



decrypting the downloaded manifest file to produce a downloaded configuration 
in response to the user authentication; and 



9 
10 



downloading data from the remote dataNprocessing system to the local data 
processing system according to the downloaded Configuration. 
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4. Tne article of manufacture of claim 1 wherein the computer program embodied in said 
medium causes the data processing system to execute the additional method step comprising: 

\ building the application program pursuant to the configuration decrypted from 
the manifest file responsive to the second authentication. 

5. The article ot manufacture of claim 4 wherein the computer program embodied in said 
medium causes the data processing system to execute the additional method steps comprising: 

authenticating the user in a second authentication responsive to the user 
requesting a build ot the application program; 

decrypting the manifest file responsive to the second authentication; and 

building the application program pursuant to the configuration decrypted from 
the manifest file responsive the second authentication. 

1 wherein the configuration comprises data 
rogram configuration, and resources for which the 



6. The article of manufacture of c 
describing the user, the user's application 
user is authorized. 
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1 7. \ A method of downloading an application program from a remote data processing 

2 systeiAfor execution on a local data processing system, said method comprising the steps of: 

3 \ 

4 \ defining and storing a configuration of the application program corresponding to 

5 a particular\jser of the application program; 

6 Initiating a session between the local data processing system and the remote data 

7 processing system in response to the user requesting the application program; 

8 authenticating the user in response to the user requesting the application 

9 program; and \ 

□ \ 

=1310 responsiveV) the user authentication, downloading data from the remote data 

gjl I processing system to\the local data processing system according to the stored 

jjl 2 configuration. \ 

Jl! l 8. The method of claim 7 wherein the data processing system is a local data processing 

N" 2 system, and wherein said method furtKer comprises the steps of: 

ru \ 

\ 

^ 3 encrypting and storing the Configuration in a manifest file; 

4 decrypting the manifest file to Voduce a decrypted configuration in response to 

5 the user authentication; and \ 

6 downloading data from the remote data processing system to the local data 

7 processing system according to the decrypted configuration. 
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^he^method of claim 8 further comprising the steps of: 

encrypting and storing the configuration in a manifest file stored on the remote 
data [Processing system; 

downloading the manifest file from the remote data processing system to the 
local data ptocessing system; 

decrypting the downloaded manifest file to produce a downloaded configuration 
in response to the\aser authentication; and 

downloading (rata from the remote data processing system to the local data 
processing system according to the downloaded configuration. 



10. The method of claim 7 furtheX comprising the step of: 

building the applicatiomprogram pursuant to the configuration decrypted from 
the manifest file responsive to thasecond authentication. 



1 1 . The method of claim 10 further comprising the steps of: 

authenticating the user in a secondVuthentication responsive to the user 
requesting a build of the application prograr 

decrypting the manifest file responsive i\ the second authentication; and 



building the application program pursuant ta the configuration decrypted from 
the manifest file responsive to the second authentication. 
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1 Yl. The method of claim 7 wherein the configuration comprises data describing the user, 

2 the user's applicationVprogram configuration, and resources for which the user is authorized. 



Sfc? 
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1 '13. A computer system for use in a data processing system for downloading an application 

2 program from a remote data processing system for execution on a local data processing system, 

3 said computeX system comprising: 

4 \ 

5 a \tored configuration of the application program corresponding to a particular 

6 user of the application program; 

7 a session between the local data processing system and the remote data 

8 processing system in response to the user requesting the application program; 

9 an authentication of the user in response to the user requesting the application 
^JO program; and \ 

^11 a downloaded responsive to the user authentication, for downloading data from 

~^jl2 the remote data processingNsystem to the local data processing system according to the 

M= 1 3 stored configuration . \ 

T3S5? \ 

N= I 14. The computer system of claim 1 3¥urther comprising: 

rv \ 

fc=J \ 

^2 a manifest file comprising an encrypted configuration; 

3 a decryptor for decrypting the manifest file in response to the user 

4 authentication; and \ 

5 a downloader for downloading data from the remote data processing system to 

6 the local data processing system according to the stored configuration. 
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1 15. The computer system of claim 14 further comprising: 



{ a manifest file comprising an encrypted configuration stored on the remote data 
processing system; 



4 
5 



a dbwnloader for downloading the manifest file from the remote data processing 
system to thfe local data processing system; 



6 
7 



a decryntor for decrypting the manifest file in response to the user authentication 
to produce a downloaded configuration; and 



yi 
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a download&r, responsive to the user authentication, for downloading data from 
the remote data proc&ssing system to the local data processing system according to the 
downloaded configuration. 



H 1 2 
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1 6. The computer system of cmim 1 3 further comprising: 

an application build^- for building the application program pursuant to the 
configuration decrypted fromVhe manifest file responsive to the second authentication. 
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17. The\computer system of claim 1 6 further comprising: 



\a second authentication responsive to the user requesting a build of the 
application program; 

a dVcryptor for decrypting the manifest file responsive to the second 
authentication; and 

an application builder for building the application program pursuant to the 
configuration decrypted from the manifest file responsive to the second authentication. 



18. The computer systemW claim 13 wherein the configuration comprises data describing 
the user, the user's application\program configuration, and resources for which the user is 
authorized. 
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